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It is widely agreed that technology alone cannot prevent cyber incidents. Organizations often need to rely 

on the cooperation of employees, for instance to report cyber incidents and to follow security policies. 

This research article presents a model of how the psychological constructs capability, opportunity and 

motivation interact to produce employee security behaviours that are assumed to help prevent data leak- 

age incidents. To validate this model we surveyed 384 bank employees about their data leakage preven- 

tion behaviour. Results generally show that capability (i.e., knowledge) is uniquely related to data leakage 

prevention behaviour, and that motivation and opportunity are uniquely related to capability. Our find- 

ings suggest that although knowledge is pivotal for achieving desired behaviour, increasing motivation 

and opportunity may be key to influence knowledge acquiring and consequently data leakage prevention 

behaviour. Implications for information security practice are discussed. 

© 2020 Elsevier Ltd. All rights reserved. 
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ntroduction 

For financial institutions in the Netherlands, in the first

alf of 2018 alone, 2736 data leakage incidents were reported

o the authority responsible for data leakage prevention, the

utch Data Protection Authority (2020) . The number of incidents

as more than doubled since 2017 and appears to be the continu-

tion of an ongoing trend. A wide range of risks may lead to data

eakage. According to the Dutch Data Protection Authority, in 86

ercent of the cases that were reported in 2018, disclosure of in-

ormation originated from inside the organization, caused by em-

loyees (see also, Wong et al., 2019 ). More than two-thirds (63%) of

hese cases involve personal data, such as name and address data,

ayroll data or citizen service numbers, sent to an incorrect recip-

ent. 1 

Data leakage incidents are a large problem for any organiza-

ion, but particularly for financial institutions, as a nation’s critical

nfrastructure. Data leakage may lead to reputational damage, de-

lining trust, and direct and indirect financial costs. For instance,

he banking group Capital One faced a major data leak in 2019,
∗ Corresponding author. 

E-mail address: rick.vanderkleij@tno.nl (R. van der Kleij). 
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hich led to a 6% drop in their share price as a sign of reputational

amage and reduced trust, and an incremental cost of $100 million

o $150 million to cover customer notifications, credit monitoring,

echnology costs and legal support ( AON, 2020 ; Lu, 2019 ). Because

f these massive consequences, financial institutions are adopting

ophisticated, technical Data Leakage Prevention (DLP) solutions to

anage the risks of data leakage incidents ( Camillo, 2017 ). These

olutions offer different approaches to monitor and protect confi-

ential data. Technical measures alone, however, are often insuf-

cient to prevent data leakage ( Hauer, 2015 ). Because there is no

echnological fail-safe method to prevent leakage, organizations of-

en need to rely on the cooperation of employees, for instance to

eport incidents ( Shabtai et al., 2012 ). 

The most common behavioural approaches to help prevent data

eakage are information security policies and awareness campaigns

 Blythe and Coventry, 2018 ). Information security policies describe

mployees’ proper and prohibited behaviours and their responsi-

ilities in preventing security incidents. Awareness campaigns usu-

lly intent to increase employees’ knowledgeability on cyber risks

nd cyber security, so that they can better understand why and

ow they should comply with information security regulations.

owever, information security policies and awareness campaigns

ften have limited success for several reasons. Information secu-

ity policies regularly conflict with employees’ productivity goals

 Beautement et al., 2008 ; D’Arcy and Teh, 2019 ). For example, a

https://doi.org/10.1016/j.cose.2020.101970
http://www.ScienceDirect.com
http://www.elsevier.com/locate/cose
http://crossmark.crossref.org/dialog/?doi=10.1016/j.cose.2020.101970&domain=pdf
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2 We did not ask for participants’ age, sex or other demographic characteristics 

in the questionnaire for brevity reasons. 
high demand or pressure on employees to get things done may

lead them to bypass procedures or adopt less secure but more pro-

ductive behaviours ( Kirlappos et al., 2015 ). 

Limited success of awareness campaigns is often a result of

incorrect assumptions about why people do or do not behave

securely ( Bada and Sasse, 2014 ; Blythe and Coventry, 2018 ; see

also Bullée et al., 2016 ). For instance, awareness campaigns are

launched from the assumption that knowledge on cyber security

is lacking amongst employees while in fact other factors are caus-

ing non-compliance with policy, such as neutralization techniques

(i.e., rationalizations to condone one’s own undesirable behaviours;

Siponen et al., 2020 ), or a reluctance to relinquish personal secu-

rity routines, even when a viable or better substitute is offered

( Renaud et al., 2019 ). But maybe most importantly, the focus on

awareness neglects other aspects relevant to behaviour, such as

motivation and opportunity. 

A big challenge for organisations to develop effective be-

havioural approaches to help prevent data leakage is a sound quan-

tification of behaviours and underlying components that relate to

data leakage prevention. A review by the European Union Agency

for Network and Information Security ( ENISA; 2018 ) shows that

most companies consider collecting cyber security metrics as chal-

lenging, especially given the lack of universally accepted measures

of desirable behaviours. And many organizations do not collect

metrics at all. Moreover, when metrics are collected, often only

the net incident results are collected, such as number of tickets

related to data leakage incidents, audit results, responses to tests,

such as phishing tests, or performance metrics, such as number of

staff trained ( ENISA; 2018 ; for a library of cyber resilience metrics,

see Kerkdijk, 2017 ). Behaviours that precede data leakage incidents

and the sources of these behaviours are often not explicated or ne-

glected ( Vishwanath et al., 2020 ). As a result, these net incident re-

sults fail to provide insights in the underlying causes of data leak-

age. 

We use the Capability Opportunity Motivation-Behaviour (COM-

B) model to acquire insights into the underlying causes of data

leakage prevention and adopt operationalisations of the spe-

cific elements from the Theoretical Domains Framework (TDF)

( Huijg et al., 2014 ; Atkins et al., 2017 ). The COM-B model states

that people’s behaviour can be explained by their capabilities, op-

portunities, motivations and the interaction between these compo-

nents ( Michie et al., 2014 , 2011 ). Capability is defined as the in-

dividual’s psychological and physical capacity to engage in the ac-

tivity concerned. It includes having the necessary knowledge and

skills. Opportunity is defined as all the factors that lie outside the

individual that make the behaviour possible or prompt it. Exam-

ples of opportunity are the availability of technical or social sup-

port. Motivation is defined as all those brain processes that ener-

gize and direct behaviour, not just goals and conscious decision-

making. It includes habitual processes, emotional responding, as

well as analytical decision-making. We posit that these very spe-

cific insights into why employees behave as they do are needed to

develop effective strategies that actually influence employee data

leakage prevention behaviour. The TDF has been presented as a

refinement of the COM-B model ( Cane et al., 2012 ; Michie et al.,

2014 ), providing a more granular understanding of capability, op-

portunity and motivational processes. 

An important reason to utilize the COM-B model to understand

data leakage prevention behaviours of banking employees is that

it is part of a larger framework aimed at developing behaviour

change interventions: The Behaviour Change Wheel ( Michie et al.,

2011 , 2014 ). This means that the COM-B model holds the power

to link interventions to the outcomes of behavioural analysis. In

the context of cyber security, the framework could serve the need

for more ‘fit for purpose interventions’ to effectively support data

leakage prevention from a behavioural perspective ( Van der Kleij
nd Leukfeldt, 2019 ). A clear understanding of antecedents of de-

irable security behaviours should help financial organizations to

ssess and improve weaknesses or aspects of capabilities, oppor-

unities and motivations regarding data leakage. Consequently, this

hould enable financial organizations to develop effective interven-

ions to prevent data leakage behaviours amongst employees, and

o assess the effects of behaviour change interventions, such as re-

esign of security measures, aimed at improving cyber safety and

ata leakage prevention at the individual employee level. 

resent research 

The present research has two goals. First, in spite of clear rules

nd regulations and awareness campaigns, data leakage incidents

how that the reasons and psychological mechanisms behind non-

ompliance in relation to data leakage prevention are thus far not

ully understood. In order to develop effective measures to prevent

ata leakage incidents, a better understanding of the antecedents

f compliance is essential ( Wong et al., 2019 ). This research article

ims to contribute to a better understanding of reasons and psy-

hological mechanisms behind employee data leakage prevention

ehaviours. We examine how capability, opportunity, and motiva-

ion interact to enable security behaviours related to data leakage

ncidents. 

The second goal supports the first. That is, we specify and op-

rationalize employee data leakage prevention behaviours and em-

loyees’ capabilities, opportunities and motivations for doing so,

nd create reliable scales to measure those. This is a necessary step

n order to assess and counter data leakage incidents and promote

lternative, cybersecure behaviours (see also, Stanton et al., 2005 ).

owever, organisations often differ from each other at the level of

pecific behaviours for employees to follow or to avoid in order to

revent data leakage. We aimed to harmonize desirable behaviours

cross the Dutch banking sector, beyond compliancy behaviours. 

In the remainder of this research article we describe the mea-

uring method for behaviours and underlying components that re-

ate to data leakage prevention. We then present our research find-

ngs and conclude with a discussion of the implications of our

ork and provide directions for future research on the topic of

ata leakage prevention. 

ethod 

articipants 

A total of three hundred and eighty-four employees of two

anking organisations in The Netherlands participated in our

tudy. 2 The first bank is a global bank with over 50,0 0 0 employ-

es that serve around 38.4 million customers, corporate clients and

nancial institutions in over 40 countries. Approximately 200 em-

loyees of two departments within this bank were asked to partic-

pate via email by their manager. A total of 124 employees within

his bank completed the survey. The second bank has offices in

5 countries, most of which are based in the Netherlands. Nearly

0 0 0 employees of one department within this bank were asked

o participate via a general monthly newsletter. In total 260 em-

loyees completed the survey within this bank. Participants of the

rst bank were invited by an email from their manager, and par-

icipants from the second bank were invited through a general in-

itation in an online newsletter to participate and anonymously fill

ut a questionnaire related to data leakage prevention. The email

ontained a link to the questionnaire hosted on an external server.



R. van der Kleij, R. Wijn and T. Hof / Computers & Security 97 (2020) 101970 3 

Fig. 1. Framework of employee behaviours within financial organizations related to 

preventing data leakage, including causes underlying these behaviours. 
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3 For combining items to create 1 construct, it is assumed that the Cronbach’s 

alpha should be a minimum of .6 ( Nunnally & Bernstein, 1994 ). 
rocedure 

In order to harmonize desirable behaviours across the Dutch

anking sector we analysed information security codes of con-

uct of financial organizations, norms and standards, such as the

SO/IEC 27,002 information security standard, and cyber safety

rameworks. We also studied the general literature on cyber se-

urity behaviour to identify security behaviours in the context of

ata leakage prevention. We subsequently held in-depth interviews

ith middle-level bank managers and employees to help us refine

he anticipated employee data leakage prevention behaviours. This

ed to four specific and generally agreed top priority employee be-

aviours to prevent data leakage. Specifically, these were: 

(1) Manually locking the computer screen when leaving the

computer; 

(2) Encrypting sensitive information before sending it out via

email to external recipients; 

(3) Sharing sensitive information with authorized entities only;

and 

(4) Checking recipients before sending out emails. 

To measure capability, opportunity and motivation for these

ata leakage prevention behaviours we selected and adapted

elevant items from the TDF-based questionnaire developed by

uijg et al. (2014) . The research by Huijg et al. (2014) covered 14

omains: Knowledge, Skills, Social/professional role and identity,

eliefs about capabilities, Optimism, Beliefs about consequences,

einforcement, Intentions, Goals, Memory, attention and decision

rocesses, Environmental context and resources, Social influences,

motion and Behavioural regulation. 

Based on findings from our interviews with financial organisa-

ion representatives and the literature we focussed on the domains

nowledge, Social/professional role and identity, Beliefs about ca-

abilities, Beliefs about consequences, Intentions, Memory, atten-

ion and decision processes, Environmental context and resources,

ocial influences, and Goals. The domains Knowledge and Memory,

ttention and decision processes map on the capability construct,

he domains Environmental context and resources and Social in-

uences map on the opportunity construct and Social/professional

ole and identity, Beliefs about capabilities, Beliefs about conse-

uences, Intentions, and Goals map on the motivation construct of

he COM-B model ( Atkins et al., 2017 ). Fig. 1 shows our framework

emonstrating how the psychological constructs capability, oppor-
unity and motivation relate to employee security behaviours that

re assumed to help prevent data leakage incidents. 

In total, we constructed sixteen items for each data leakage pre-

ention behaviour to measure the capability, opportunity, motiva-

ion, and behaviour constructs. The first item assessed the inci-

ence with which the participant performed this behaviour (e.g.,

I encrypt sensitive information before sending it out via email to

xternal recipients”) on a five point Likert-type scale (1 = never ,

 = rarely , 3 = sometimes , 4 = often , and 5 = always ). Further, three

tems measured capability, three opportunity and nine items mea-

ured motivation. These items were presented as statements and

esponses were recorded on five-point Likert scales (1 = strongly

isagree ; 5 = strongly agree ; see Table 1 ). The complete question-

aire consisted of four blocks of 16 questions each. This amounted

o a total of sixty-four items for each respondent. To avoid order

ias in the questionnaire, the four blocks of items relating to data

eakage prevention behaviours were presented to the respondents

n random order. 

esults 

The departments of both banks that participated were selected

ased on similarities in their work. None of the analyses yielded

ignificant differences between results of the two banks. We there-

ore discuss the aggregated results. 

eliability 

To test whether the items measuring the four data leakage pre-

ention behaviours are systematically and reliably related, and thus

ould constitute an overarching scale for data leakage prevention

ehaviour, we calculated Cronbach’s alpha as a measure of internal

eliability. We found a low internal consistency ( α = 0.25). Drop-

ing one or two items from this analysis did not improve internal

onsistency. We conclude that the four behaviours are not related

onstructs and further analyses are performed on the separate data

eakage prevention behaviours. 

For each of the four data leakage prevention behaviours we

ubmitted the items measuring capability, opportunity, or moti-

ation to a reliability analysis. Cronbach’s alpha’s for both moti-

ation and capacity were larger than 0.70 for all of the four be-

aviours. For opportunity Cronbach’s alpha’s varied between 0.57

nd 0.69, indicating low to modest reliability 3 . For the present pur-

oses, and in light of the relatively low number of participants

note that Cronbach alpha’s increase with number of participants)

e found these reliabilities sufficiently high to use them to vali-

ate our model of data leakage prevention (see also, Zimbardo and

oyd, 1999 ). 

odel validation 

The means and standard deviations for COM-factors of each

f the four data leakage prevention behaviours are presented in

able 2 . 

To test to what extent employee data leakage prevention be-

aviours are associated with capability, opportunity, and moti-

ation, we submitted our data to the Qgraph package for R

 Epskamp et al., 2012 ). Qgraph plots the variables as nodes con-

ected by edges in a network. Edges represent partial correlations

etween two variables. The partial correlations between each node

nd all other nodes are directly related to the multiple regression

oefficients of one variable when regressed on all other variables
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Fig. 2. Partial correlations between Capability, Opportunity, and Motivation for each of the four employee data leakage prevention behaviours: Sharing sensitive information 

with authorized entities only, checking recipients before emails are sent out, email encryption, and manually locking computer screen. 

Table 1 

Example items for measuring employee data leakage prevention behaviour: Manually locking the computer screen when leaving the computer, related Capability, 

Opportunity, Motivation factors, TDF domains and scoring scales. The original questions were in Dutch. 

Example item to measure Behaviour: 

When I leave my workstation I lock my computer: never, rarely, sometimes, often, always 

Example item to measure Capability (i.e. TDF domain: Knowledge): 

I know how to lock my computer screen following the guidelines: totally disagree, disagree, neutral, agree, totally agree 

Example item to measure Opportunity (i.e. TDF domain: Social influences) 

As far as I know, my colleagues lock their computer screen when they leave their workstations: totally disagree, disagree, neutral, agree, totally agree 

Example item to measure Motivation (i.e. TDF domain: Beliefs about capabilities): 

Locking my computer when I leave my workstation is easy for me: totally disagree, disagree, neutral, agree, totally agree 

Table 2 

Means (M) and Standard deviations (SD) for COM-B factors of each of the four data 

leakage prevention behaviours ( N = 384). 

Data leakage 

prevention behaviour: 

COM-B factor: M: SD: 

Sharing sensitive 

information 

C 4,58 0,53 

O 4,02 0,62 

M 4,29 0,47 

B 4,85 0,53 

Checking recipients C 4,08 0,70 

O 3,92 0,63 

M 4,13 0,52 

B 4,45 0,76 

Encrypting sensitive 

information 

C 3,21 0,76 

O 3,14 0,76 

M 3,37 0,60 

B 2,57 1,50 

Manually locking the 

computer screen 

C 4,08 0,75 

O 4,15 0,67 

M 4,17 0,59 

B 4,46 0,80 
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in the dataset ( Pourahmadi, 2011 ). Hence, the strength of partial

correlations can be interpreted as predictive quality between two

nodes. A path in the network, such as node A is connected to node

B and node B is connected to node C, can be interpreted as a me-

diation effect of node B on the predictive quality between node A

and C. Qgraph uses an adaptive LASSO penalty to estimate a sparse

network in which weak relations are eliminated from the model.

We adopted Qgraph rather than structural equation modelling

(SEM) for this analysis because of the exploratory nature of the

present analysis. Whereas SEM is useful for testing strict theories,

Qgraph allows for cyclic processes and assumes no directionality of

relations. As such it optimally predicts each node given all others. 
Results of the analyses are presented in Fig. 2 . Analyses of

he questionnaire data show that for all data leakage prevention

ehaviours the constructs capability, opportunity, and motivation

re not simultaneously and directly related to the item measuring

he frequency with which participants performed this behaviour.

his contrasts with what we expected based on the theorizing of

ichie et al. (2011) who suggest that these constructs all directly

nfluence the target behaviour. Rather, our analyses show that in

hree of the four specific behaviours, only the capability construct

hares unique variance and is directly related to the item measur-

ng behaviour. In the specific case of sharing sensitive information

ith unauthorised individuals, none of the proposed antecedents

f behaviour seems related to that behaviour. It should be noted,

owever, that scores on this behavioural item are collectively high

 M = 4,85; SD = 0,53) leaving little space for variance, thus poten-

ially resulting in a ceiling effect. 

For all data leakage prevention behaviours, motivation shares

nique variance with capability. This may be a double-edged

word: capability (i.e., measured through knowledge on how to

nact the specific behaviour) may motivate individuals such that

wareness of the risks certain behaviours may pose leads to in-

reased motivation to prevent these risks from materializing. At

he same time, a coping strategy for those motivated not to be-

ome victimized may be to acquire knowledge on risks and miti-

ation strategies. 

Also for all data leakage prevention behaviours, opportunity is

ot uniquely related to the behaviour items, but it is related to

otivation. Speculating on the directionality of this relationship,

e find it more likely that a motivation to prevent risks will lead

o opportunities to prevent these risks than that the opportunity

o prevent risks in itself motivates individuals to prevent them.
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n other words, motivation likely leads to a search for and use of

nowledge and facilities such as encryption tools, or time taken

nd cognitive energy awarded to perform data leakage preven-

ion behaviours, such as double checking the correct addressing

f emails, then the other way around. If this is indeed true, this

eans that motivation does not mediate the relationship between

pportunity and capability. This implies that, for the behaviours re-

earched here, opportunity is a redundant construct for explaining

r influencing desired behaviours. 

Taken together, these findings suggest that at the very least in-

ividuals need to be aware of how to enact specific data leakage

revention behaviours. Motivation is not related to behaviour di-

ectly, but its effect is mediated by capability. Although not con-

ruent with theorizing by Michie et al. (2011) , this finding does

ake sense from the perspective that motivation without direction

oes not lead to the proper actions. In other words, being moti-

ated to prevent data leakage is only helpful insofar one knows

hich risks to look out for and knows how to behave more appro-

riately. 

Importantly, the behaviours researched here all relate to data

eakage prevention. Within this niche, we found small but poten-

ially meaningful differences in relationships between the various

onstructs. This may point to the fact that these relationships are

ependant on type of behaviour and not as ubiquitous as may be

ssumed. 

iscussion 

This research article aims to contribute to a better understand-

ng of reasons and psychological mechanisms behind employee

ata leakage prevention behaviours. To this end, we specified and

perationalized data leakage prevention behaviours and bank em-

loyees’ capabilities, opportunities and motivations for doing so.

pecifically, the behaviours we identified through literature review

nd interviews within Dutch banks were: (1) Manually locking the

omputer screen when leaving the computer; (2) Encrypting sen-

itive information before sending it out via email to external re-

ipients; (3) Sharing sensitive information with authorized entities

nly; and (4) Checking recipients before sending out emails. We

reated reliable scales to measure capability, opportunity and mo-

ivation for explaining these data leakage prevention behaviours,

nd set out a questionnaire within two Dutch banks to test our

roposed model. 

The present research study shows that the four specific data

eakage prevention behaviours we identified are unrelated, not

onstruing an overarching scale of data leakage prevention. Hence,

ompliance on one of the four behaviours does not necessarily

onstitute compliance on any of the other three employee be-

aviours related to data leakage prevention. Further, we show

hat, generally, capability (i.e., knowledge) is uniquely related to

ata leakage prevention behaviour, and that motivation and op-

ortunity are uniquely related to capability. These findings sug-

est that although knowledge is pivotal for achieving desired be-

aviour, increasing motivation and opportunity may be key to in-

uence knowledge acquisition and subsequently data leakage pre-

ention behaviour. 

The finding that only capability (and not opportunity and moti-

ation) is uniquely related to behaviour seems not in line with the

OM-B model as put forth by Michie et al. (2011) , which suggests

hat interactions between capability, opportunity and motivation

re necessary conditions for the occurrence of behaviour. Possibly,

pecific relationships between the factors differ per behaviour, or

ype of behaviour (e.g., preventative or promotive actions). Current

ndings can be used to further examine to what extent the inter-

ction between capability, opportunity and motivation is explained

y type of security behaviours (e.g., preventative or promotive ac-
ions). For example, it may be beneficial to explore the relation-

hip between capability, opportunity and motivation and other be-

aviours relevant to information security, such as password man-

gement, handling emails to prevent social engineering attempts

nd the use of shadow IT. 

This research provides an important contribution to information

ecurity practice. First, this research provides information security

rofessionals with greater understanding of the factors contribut-

ng to data leakage prevention within their organizations. The in-

trument that was developed in this study enables the develop-

ent and assessment of appropriate intervention initiatives that

ay even be personalised, such as training programs aiming to in-

rease specific knowledge, redesign of security measures to pro-

ide for better opportunity, or training based on principles of cog-

itive dissonance theory for reducing individuals’ use of neutraliza-

ion techniques when motivation is lacking (see, for more details

n this motivational training intervention, Siponen et al., 2020 ). 

A second practical application of the present research is to use

he instrument to create foresight. An important aspect of cyber

ecurity is the ability to anticipate potential disruptions, novel de-

ands or constraints, new opportunities, or changing operating

onditions ( De Boer, Bakker, Boertjes, Wilmer, Raaijmakers and Van

er Kleij, 2019 ). Inputs that may help to develop strategic visions

nd anticipatory intelligence can thus be of great value to informa-

ion security practice. The instrument that was developed in this

tudy does not only offer approaches and methods to information

ecurity professionals to identify or monitor current trends in data

eakage prevention from a behavioural perspective, but also to in-

orm policy makers about relevant future developments. These de-

elopments are important to consider in policy design for sustain-

ble strategies in cyber security, since the success of this rapidly

volving field depends on the ability to anticipate vulnerabilities,

evelopments and potential threats. When periodically measured,

he instrument allows timely responses to undesirable trends, or

otice effects of interventions and external events on data leakage

revention behaviours and underlying constructs within the orga-

izational context. 

Third, the framework may aid in cultivating a data leakage pre-

ention culture. Culture encompasses the norms a group shares

bout how the world operates; shaping their perceptions, thoughts,

eelings and behaviours ( Schein, 2010 ; see also, Wiley et al.,

020 ). An information security culture propagates cyber security

ehaviour that is conducive to minimising risks and that con-

ributes to achieving the organisation’s cyber security objectives

 Da Veiga and Eloff, 2010 ; Wiley et al., 2020 ). Hence, it shapes

mployee’s motivation towards the prevention of data leakage in-

idents in the long run ( Chen et al., 2015 ). As such, the frame-

ork provides guidance for a mitigation strategy to cultivate a data

eakage prevention culture within financial organizations, helping

o shape the perceptions, thoughts, and feelings towards prevent-

ng data leakage incidents. This research is therefore important

n guiding subsequent research and enabling information security

rofessionals to provide evidence-based advice on how to foster a

ata leakage prevention culture in organisations. 

onclusions 

This research has shown how the psychological constructs ca-

ability, opportunity and motivation interact to produce employee

ehaviours that are assumed to help prevent data leakage incidents

ithin banks. Our findings suggest that capability is pivotal for

reventing data leakage in financial organizations. Increasing mo-

ivation and opportunity may be key to influence capability acqui-

ition. This research contributes to a better understanding of em-

loyee behaviours in the context of information security. We are

onfident that such better understanding will lead to meaningful
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behavioural interventions that not only address employees’ knowl-

edgeability on cyber risks and cyber security but also motivational

and opportunity aspects, and as such will contribute to an inte-

grated effort to prevent data leakage within organizations. 
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